_UBND TINH BIEN BIEN CONG HOA XA HOI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc l1ap - Tw do - Hanh phuc

S6 2019 /SGDDT-QLCL Dién Bién, ngay22 thang 8 nam 2022
V/Iv canh béo 16 hong bao mat anh
huéng cao trong cac san pham Microsoft
thang 8/2022

Kinh gui:
- Phong Gido duc va Dao tao cac huyén, thi x&, thanh phé;
- Cac don vi truc thuoc S¢ Gido duc va Dao tao;
- Céac phong CMNV S¢ Giéo duc va Pao tao;
- Céc trung tm GDNN-GDTX cap huyén.

Cén clr Véan ban s6 1221/CATTT-NCSC ngay 10/8/2022 cua Cyc An toan
thdng tin, v€ 16 hong bao mat anh hudng cao trong cac san pham Microsoft cong
bo thang 8/2022.

Qua cdng tac theo doi, gidm sat trén khong gian mang, Trung tam Giam sat
an toan khong gian mang quoc gia (NCSC), Cuc An toan thong tin - B§ Thong tin
va Truyén thong canh bao:

Ngay 09/8/2022, Microsoft da phat hanh danh sach ban va thang 8/2022 véi

121 16 héng bao mat trong cac san pham ctia minh. Ban phat hanh thang nay dic
biét dang chu ¥ cac 16 hong bao mat c6 mic anh hudng cao, cu thé sau:

- L hong bao mat CVE-2022-34713 trong Microsoft Windows Support
Diagnostic Tool (MSDT) cho phép doi tuong tan cong thuc thi ma tir xa. L6 hong
nay dang duoc khai thac rong rai trén Internet.

- 04 156 hong bao mat CVE-2022-21980, CVE-2022-24477, CVE-2022-

24516, CVE-2022-30134 trong Microsoft Exchange Server cho phép dbi tuong
tan cong thu thap thong tin va thyc hién leo thang dic quyén.

- Ld hong bao mat CVE-2022-35804 trong SMB Client and Server cho
phép do61 tugng tan cong thuc thi ma tir xa trén phién ban Windows 11.

-Lb héng bao mat CVE-2022-34715 trong Windows Network File System
cho phép doi tugng tan cong chua xac thuc c6 thé thyc thi ma tur xa.

- ’LS hong bao mat CVE-2022-35742 trong Microsoft Outlook cho phep d6i
tugng tan cong thuc hién tan cong tir choi dich vu.

Nhim dam bao an toan thong tin cho hé théng cta cac co quan, don vi, gop
phan bao dam an toan cho khong gian mang cua tinh, S& Gido duc va Dao tao yéu
cau cac don vi trién khai thyc hién ngay mot s6 noi dung sau:

1. Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows co kha
nang bi anh hu’(’mg. ljhuc hién cap Ilhé:lt bém,vé kip thoi dé€ tranh nguy co bi tan
cong (danh sdch lo hong va hudng dan chi tiet tham khao tai phu luc kem theo).

2. Tang cuong theo doi gidm sat h¢ théng va co phuong an xtr 1y khi phéat
hién c6 dau hi€u bi khai thac, tan cong mang.
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Khi xdy ra su cb lién quan dén an toan, an ninh thong tin mang va cac hé
théng thong tin khéc, lién hé ong Nguyén Hung Cudng - Chuyén vién phong
KTKDCLGD&CNTT, S¢ Gido duc va Dao tao theo so dién thoai 0968199100 dé
duoc ho tro.

Nhan duogc van ban nay, S& Gido duc va bPao tao yéu cau Thu trudng cac
don vi nghiém tuc trién khai thuc hién./.

Noi nhgn: KT.GIAM POC
- Nhu trén; PHO GIAM POC
- Lanh dao So GDPT;

- Luu: VT, QLCL.

u Huy Hoan
Ky boi S¢ Giao duc va Pao tao

Gio ky: 2022-08-22T15:40:21.7362055+07:00
Tinh Dién Bién
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Phu luc: Thong tin 15 hong bao mat

1. Thong tin 16 hong biao mat

STT CVE Mo ta Link tham khao
- Diém CVSS: 7.8
(Cao)
- L hong trong
M'_CrOSOﬂ https://msrc.microsoft.
Windows Support com/update-

1 CVE-2022-34713 | Diagnostic Tool (MSDT)

cho phép dbi tuong tan
cong thyc thi ma tur xa.
- Anh huong: Windows
7/8.1/10/11, Windows
Server 2008/2012.

guide/vulnerability/CV
E-2022-34713

CVE-2022-21980
CVE-2022-24477

- DPiém CVSS: 8.0
(Cao)

- L5 hong trong
Microsoft Exchange
Server cho phép ddi tuong

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21980
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24477

2 tan cong thu thap thong ) _
CVE-2022-24516 | 4in va thuc hién leo thang https://msrc.microsoft.
CVE-2022-30134 | d3c quyén. com/update-

- Anh huéng: Microsoft guide/vulnerability/CV
Exchange Server E'2022'24516_
2013/2016/2019 https://msrc.microsoft.
' com/update-
guide/vulnerability/CV
E-2022-30134
iCa O)Dlem CVSS: 8.8 https://msrc.microsoft.
x|z com/update-
3 CVE-2022-35804 |- Lo hong trong SMB

Client and Server cho
phép doi tugng tan cong

guide/vulnerability/CV
E-2022-35804

chua xé4c thuc c6 thé thuc
thi ma tur xa.

- Anh huéng: Windows
11.



https://msrc.microsoft/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft/
https://msrc.microsoft/
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- Dbiém CVSS: 9.8
(Nghiém trong)

- L3 héng trong
Windows Network File
4 CVE-2022-34715 | System cho phép ddi
tuong tn cong chua xac
thuc ¢6 thé thue thi ma tr
Xa.

- Anh hudéng: Windows

- PimCVSS: 7.5
(Cao)

- L3 hong trong
Microsqft Outloqk cho
phép doi tuong tan cong https://msrc.microsoft.
thye hién tan cong tur chdi| com/update-

dich vuy. guide/vulnerability/CV
- Anh huong: Microsoft | E-2022-35742
Outlook 2012/2016,
Microsoft Office LTSC
2021/2019, Microsoft 365
Apps.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34715

5 CVE-2022-35742

2. Huwéng din khic phuc
Bién phap tot nhat dé khac phuc 13 cap nhat ban va cho cac 16 hong bao mat
noi trén theo hudng dan cua hang. Pon vi tham khao cac ban cap nhat phu hop
cho céc san pham dang sur dung tai link nguon tham khao tai muc 1 cta phu luc.
3. Nguon tham khio

https://msrc.microsoft.com/update-quide/releaseNote/2022-Aug
https://www.zerodayinitiative.com/blog/2022/8/9/the-august-2022-security-
update-review



https://msrc.microsoft/
https://msrc.microsoft/
https://msrc.microsoft.com/update-guide/releaseNote/2022-Aug
https://www.zerodayinitiative.com/blog/2022/8/9/the-august-2022-security-update-review
https://www.zerodayinitiative.com/blog/2022/8/9/the-august-2022-security-update-review
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